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A Patient Safety Case in The HIT Era

27 year old women evaluated in the ER  for severe lower 

abdominal pain 

Taken to surgery for what was felt to be an acute abdomen

At surgery she was found to be pregnant and the fetus did 

not survive

On review of the case a problem with interoperability lead to 

another patients lower abdominal ultrasound report being 

inadvertently inserted into this patients EHR record



Can CPOE Cause Errors?



Unexpected Increased Mortality After 

Implementation of a Commercially Sold 

Computerized Physician Order Entry System

Scott Watson, Trung C. Nguyen, Hülya Bayir and 

Richard A. Orr

Yong Y. Han, Joseph A. Carcillo, Shekhar T. 

Venkataraman, Robert S.B. Clark,Richard A Orr.

Pediatrics 2005;116;1506-1512
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Health IT and Patient Safety:
Building Safer Systems for Better Care



Slide 9

IOM Recommendation 1 (continued)

b. The Office of the National Coordinator for Health IT (ONC)
should expand its funding of processes that promote safety that
should be followed in the development of health IT products,
including standardized testing procedures to be used by
manufacturers and health care organizations to assess the
safety of health IT products.

c. ONC and AHRQ should work with health IT vendors and
health care organizations to promote post-deployment safety
testing of EHRs for high prevalence, high impact EHR-related
patient safety risks.

d. Health care accrediting organizations should adopt

criteria relating to EHR safety.

e. AHRQ should fund the development of new methods for

measuring the impact of health IT on safety using data

from EHRs.



EHR Flight Simulator

“Anyone here know how to play 
Microsoft’s Flight Simulator?”



Simulations of EHR Use with CPOE
The assessment pairs medication orders that would cause a serious adverse drug event with 

a fictitious patient.

Patient
AB

Female

52 years old

Weighs 60 kg

Allergy to morphine

Normal creatinine

A physician enters the order …

and observes and records the type of CDS-generated advice that is 

given (if any).

Coumadin (Warfarin) 5 mg po three times a day.

The Assessment Methodology



12











How Highly 

How Reliable is Healthcare

The rate of adverse events in hospital care is:

1. 1in 1,000,000 hospitalizations

2. 1 in 100,000 hospitalizations

3. 1 in 10,000 hospitalizations

4. 1in 1000 hospitalizations

5. 1 in 100 hospitalizations

6. 1 in 10 hospitalizations



How safe is care today? 

Results from Safe Care published January 12,

2023





Methods:  Evidence in 

Comparing



North Carolina State Wide Safety Study



Summary Of Medicare OIG Trigger Tool 

Studies

2008-2018

Rates of All Cause Harm Found in Different 

Settings of Care

Hospitals 27%--25%

Skilled Nursing Facilities   33%

Rehab Units  29%

Nursing Homes 43%
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The Foundation:  Automated GTT the 

“First Step” to Real-time Patient Safety

Conclusion: “All hospitals should use their EHRs [”as a lens”] to measure harm and better 

guide and monitor the real effect of their patient safety efforts.”
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Don Berwick – “Using the EHR for Safety” via 

pascalmetrics.com 

https://www.pascalmetrics.com/wp-content/uploads/2017/12/Author-Insight-Video-Donald-Berwick-MD.mp4
https://www.pascalmetrics.com/wp-content/uploads/2017/12/Author-Insight-Video-Donald-Berwick-MD.mp4
https://www.pascalmetrics.com/wp-content/uploads/2017/12/Author-Insight-Video-Donald-Berwick-MD.mp4


CMS New Patient Safety Measure

• Measure the occurrence of harm to patients in the hospital

setting, using data from electronic health records (EHR) 

Using Electronic IHI Global Triggers

• Develop a quality measure that allows for comparison

across hospitals to incentivize improvements

• Consider a wide range of harms for potential inclusion

• Identify limited set of harms initially and expand measure

over time ultimately a composite safety measure

• Initial 7 trigger based safety measures undergoing hospital

testing 

Beyond Mishap Rates 25



New CMS Harms Measures 

Opioid-Related Adverse Events

Pressure Injury

Hypoglycemia

Hyperglycemia

Acute Kidney Injury

Medication-Related Bleeding

Falls





Unit Level Team

Individual Level 
Caregiver

Patient Level
OR ED IR OB

MATURE

ICU

Risk Trigger  Team
RT TEAM
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Healthcare Provider

Hospital Level 
Leadership

Clinical Risk & Financial Management

Patient

Delivery
of Care

Clinical 
Area

EARLY

System Level 
Leadership

System Office

✓Enabling healthcare systems at each level of care to anticipate and 
avoid/ameliorate patient harm and related cost

Episodes of Care – Surveillance & Improvement

PATIENT SAFETY ORGANIZATION (PSO)
REAL-TIME PATIENT SAFETY & IMPROVEMENT

PSO
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Solution Software: Risk Trigger ®Monitoring

Patient Safety Organization 

(PSO) Protection

Scalable Clinical Review

Trigger & Analytics Library

and AE Outcomes Data Set

& Validation

EMR

High Frequency Cycle 

Quality Improvement 

QUALITY 
IMPROVEMENTT

H
E
 

SO
L

UT
IO

N

Real-time Data 

Streaming
From EHR & Health IT

Concurrent 
Intervention

OUTCOMES DATA
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Solution Model:  The Foundation of the Adverse Event 
Outcomes “Engine”

Amass Data                  Identify High 
Value Data

Apply Clinical Validation 
& Judgment

Curate 

Regulatory-grade 

Outcomes

CLINICAL 
ACTION & 

ANALYTICS
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Results – Identification:  EHR-based vs.  Industry Standard, 
i.e. Voluntary Event Reporting (VER)

Adverse events ID’d

with Pascal EHR-based 

method

# of those adverse 
events ID’d with 

Standard VER

Illustrative Example: 1 Hospital with Strong Culture Over 7 Years

3,740 147

T
H

E
 

SO
L

UT
IO

N

25x
CLINICAL EFFECTIVENESS 

COMPARISON:
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Results – Reduction:  Specific Harm, System-wide

T
H

E
 

R
E
S

ULT
S

Source:  Pascal Community Collaborative internal data.
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ROBERT WOOD JOHNSON 

PROJECT

Share real time EHR based electronic 
safety information with patients, 
families, and care givers across multiple 
IT platforms as part of their own 
integrated care across the continuum 
of care

© Pascal Metrics 2015



U. THE UNIVERSITY OF UTAH

John Smith 

Born: 1/1/1960

My Safety Advisor 
Nurse Manager: 

Jill Jones 
Contact info 

High Risk 

Moderate Risk 

Low Risk 

1 d 3d 1 wk 1 mo all 

My Safety 
Issues 

1Todav 1--

You have tested 

positive for a 

bacteria in your 

urine 

I Yesterday I ...,.. 

Your stool has tested

posi live for a 

b.1cteria called C.

difficile

$/V>Ol4 
tlll,W. 

a; 

Questions you should ask 

Why did this happen? 

I/I/hat can I do to prevent this from 

happening again? 

I/I/hat will you do to prevent this 

from happening again 7 

Why did this happen? 

Wh.1t can I do to prevent this 
from happening again? 

What will you do to prevent this
from happening again 

J\4ake note of your question 

/Jere ... 

Overall Risk Score 

@!I 

More 
Things you can do e Information 

Talk to your doctor and nurses to make sure \'OU understJnd 

\vhv this happened and how this should be treated, and how it

can be avoided in the future 

MJke sure you underst;md the ;;ource of this infection and Medline Plus 

how it is being treated on Urine

Culture 
If you leave !he hospitJI with  J urinary catheter in pl.ice m.ike

sure you h,:we det.,iled in:,tn.1ctions for how to care for it

Alw.:iys Wilsh your h<mds and nails before eiltine and .Jfter using

the restroom 

Make sure everyone who treats you in the hospital (doctors, Medline Plus 

nurses. therapists, etc.;, \"lash their hand before and after on 

seeing \tau C. Difficile

At home make s1.1re all clothes are washed with soap and

bleach 

-�. 

-
,, 
-



Real Time Safety Patient Mobile App

Safety Advisor



Clinical Trial Impact on Patient Outcomes

Primary Outcomes

▪ Higher PAM Scores in E Dashboard User

▪ Lower 30 day readmission in High E Dashboard User

▪ Lower 30 day mortality in High E E Dashboard User

Secondary Outcomes

▪ No Increase in Fear Response

▪ Very Good Patient Acceptance and Value

▪ Good Usability Scores

▪ Heavy use of I-Phone and Family at Home Use







Artificial Intelligence-Definitions  
The theory and development of computer systems able to 

perform tasks that normally require human intelligence, such 

as visual perception, speech recognition, decision-making, 

and translation between languages (Oxford)

Artificial Intelligence or sometimes called machine intelligence, 

is intelligence demonstrated by machines, in contrast to the 

natural intelligence displayed by humans and other animals. 

Some of the activities that it is designed to do is speech 

recognition, learning, planning and problem solving.  (Wiki)

Artificial intelligence (AI) applies advanced analysis and logic-

based techniques, including machine learning, to interpret 

events, support and automate decisions, and take actions. 

(Gartner)



Background- AI at  Healthcare Systems 

• In 2021, a partnership with SI helped conduct one of the first surveys examining how U.S. healthcare systems integrate 

artificial intelligence-derived predictive models (AIDPM) into everyday clinical care

• The landscape has changed substantially, so we modified and repeated the study to assess for practice changes, this time with 

a focus on use cases and on how to integrate health equity into this work

• Response rate 60% (25/42) in 2021, down to 38% (25/65) in 2023, but a wider net was cast



Teams and Governance

Chief Medical 
Information 

Officer
39%

Chief 
Information 

Officer
15%

Chief 
Analytics 

Officer
19%

Chief Digital 
Health Officer

4%

Chief Medical 
Officer

4%

Other
19%

Respondent Titles

N = 26

No AIDPM 
Team
42% 2-4 Members

19%

5-8 Members
12%

9-12 Members
12%

13 or More 
Members 

15%

AIDPM Team
58%

Dedicated AIDPM Team - 2023

N = 26N = 26



Use Cases

Clinical 
decision 
support

37%

Image-
recognition

21%

Business-
facing (e.g. 

billing, 
throughput, 
scheduling, 

etc)
42%

Most Used AIDPM Category

N = 23

83%

96%

74%

50%

55%

60%

65%

70%

75%

80%

85%

90%

95%

100%

Business-facing (e.g.
billing, throughput,

scheduling, etc)

Clinical decision support Image-recognition

AIDPM Categories

• Although the vast majority of organizations (96%) use their AIDPM to produce CDS 
tools, when looking at the “most used” categories, business-facing tools come out 
ahead. 



Large Language Models (LLMs)

Yes, but our 
organization has 

no plans to 
implement one at 

this time.
35%

Yes, and our 
organization is in 

the process of 
implementing one 

with the help of our 
EHR vendor.

42%

Yes, and our 
organization is in 

the process of 
implementing one 

on our own.
23%

No
0%

Support for LLMs in the Clinical Setting Examples of planned use cases for LLMs

N = 26



Barriers to Incorporating AIDPM in 
Healthcare

1

2

3

4

5

Regulatory and/or legal issues

The cost and availability of computing and
storage needs

The availability of expertise in predictive
modeling

Willingness of the healthcare institution to
create or purchase innovative AIDPM

Acceptance of AIDPM by clinicians

Acceptance of AIDPM by patients

Concerns regarding data security and
personal health information of patients

Difficulty seamlessly integrating AIDPM
into clinical and/or non-clinical workflows

Lack of guidelines or best practices to
assist in the planning and monitoring of

the implementation of AIDPM

Biases and unintended harms of AIDPM
tools

N = 26







Adjusted Outcomes of Patients Who Received Antiinfective Agents 

During   Intervention Period

VARIABLE                    INTERVENTION PERIOD                              OVERALL 

            Computer Regimen Computer Regimen      P   VALUE

    Followed  Overridden

     (N=203)†    (N=195)‡

  No. of different antiifective agents ordered 1.5 (1.3-1.7)  2.7 (2.5-3.0)  <0.001

 Duration of antiinfective therapy  - hr.  103 (45-160) 330 (270-392) <0.001

  No. of antiinfective-agent doses  11.4 (6.2-16.7) 27.6 (22.0-33.1) <0.001

  Days of excessive antiinfective dosage 1.4 (0-2.7) 3.6 (2.0-5.1)  <0.001

  Cost of antiinfective agents - $   102 (0-206) 427 (316-538)  <0.001

  No. of microbiology cultures   3.2 (1.5-4.9) 10.6 (8.7-12.6)  <0.001

  Length of stay in ICU - days   2.7 (1.5-4.0) 8.3 (7.0-9.5)   <0.001

  Days from ICU admission to hospital discharge 7.8 (5.9-9.7) 14.3 (12.2-16.3)  <0.001

  Total length of stay - days   10.0 (7.7-12.3) 16.7 (14.2-19.1) <0.001

  Total cost of hospitalization - $                26,315 (20,393-32,237)   44,865 (38,564-51,166) <0.001

*Values shown are means per patient and 95 percent confidence intervals.  Outcome variables have been 

adjusted for age, sex, Computer Severity Index score on admission to the Shock-Truama-Respiratory Intensive 

Care Unit (ICU), medical service, and mortality.

†These patients always received the computer-suggested antiinfective regimen.

‡These patients did not always receive the computer-suggested antiinfective regimen.



IHC Antibiotic Assistant 
000000000 Doe, Jane Q E606 67yr F Dx:ABD SEPSIS

» Max 24 hr WBC=21.0 (21.3) Admit:07/27/98.14:55 Max 24hr      Temp=38.7 (38.2)

Patient’s Diff shows a left shift, max 24hr bands = 22  (11)

» RENAL FUNCTION:  Decreased, CrCl = 50, Max 24hr  Cr= 1.0 (1.1) IBWeight:  58kg

» ANTIBIOTIC ALLERGIES:  Ampicillin,

» CURRENT ANTIBIOTICS:

  5DAYS TROVAFLOXACIN (TROVAN), VIAL 300. Q 24 hrs

  2DAYS AMPHOTERICIN B (FUNGIZONE), VIAL 35Q 24 hrs

   Total amphotericin given  =  70mg      K=   3.6mg/dl   08/03/98     MAG=  2.5mg/dl 08/03/98

» » » IDENTIFIED PATHOGENS           SITE  COLLECTED

p Gram negative Bacilli  Peritoneal Fluid 07/27/98.17:12

   Yeast     Peritoneal Fluid 07/27/98.17:12

   Torulopsis glabrata   Peritoneal Fluid 07/27/98.17:12

» THERAPEUTIC SUGGESTION DOSAGE ROUTE INTERVAL

 Imipenem   500mg  IV *q12h (infuse over 1hr)

 Amphotericin B  35mg  IV   q24h (infuse over 2-4hrs)

Suggested Antibiotic Duration:  10 days

*Adjusted based on patient’s renal function.

P=Prelim;  Susceptibilities based on antibiogram or same pathogen w/  suscept.

<1>Micro    <2>OrganismSuscept,    <3>Drug Info,    <4>ExplainLogic,    <5>Empiric Abx,

<6>Abx Hx    <7>ID Rnds,    <8>Lab/Abx Levels,    <9>Xray,    <10>Data Input Screen,

<Esc>EXIT,    <F1>Help,    <0>UserInput,    <.>OutpatientModels,    <+orF12>Change Patient

, ORDER:<*>Suggested Abx,    <Enter>Other Abx,    </>D/C Abx,    < - >Modify Abx,
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Patient should receive IV antibiotics.

Suggested antibiotics are not one of patient’s known antibiotic allergies.

Renal function dictates that dosage should be adjusted.

Coagulase negative Staph. In sputum or urine was not considered a pathogen.

Cultures show fungi or yeast that were not considered pathogens.

Aminoglycosides potentiate ototoxicity if administered with loop diuretics.

Amphotericin B is suggested for serious fungus infections.

S. maltophilia is generally not pathogenic unless found in sterile site.

A staph or gram+ cocci reported in the blood was considered a contaminant.

*Ceftazidime is usually suggested until gram negative bacillus is identified.

Suggested antibiotics should include Rx for possible abdominal anaerobes.

Suggest fluconazole for C. albicans in non immunosupressed patients.

Prophylactic antibiotics are not suggested for this patient at this time.

Identified pathogens are covered by the suggested antibiotic(s).

Suggested antibiotic(s) are least expensive of the appropriate antibiotics.

 The antibiotic suggestions should not replace clinical judgement.

                      Press the ‘Enter’ key for next screen. . .

Logic Used to Help Select Suggested Antibiotics



IHC ANTIBIOTIC ASSISTANT-Empiric Use 

000000000 Doe, John Q E605 22yr M Dx: TRAUMA, MULTIPLE FX

SITE  =  Blood

Inpatient Hospital  -  acquired

PAST  5  YEARS        PAST  6  MONTHS

    ORGANISM    # ( % )       ORGANISM   # ( % )

Staph. Coagulase neg. 208 ( 61)  Staph. Coagulase neg.14 ( 50)

Enterococcus    28 (   8)  Escherichia coli     8 ( 29)

Escherichia coli    27 (   8)  Enterobacter cloacae     2 (   7)

Staph. Aureus    18 (   5)  Staph. Aureus      1 (   4)

Pseudomonas aeruginosa   13 (   4)  Pseudomonas aeruginosa1.  (   4)

 TOTAL     294 ( 86)   TOTAL   26 ( 94)

ANTIBIOTIC  ( % )    COST/24hr   ANTIBIOTIC ( % )     COST/24hr

Vancomyc+Amikacin ( 99) $116.33  Vancomyc+Tobramyci (100) $  46.67

Vancomyc+Ticar/cla  ( 99)     74.53  Vancomyc+Amikacin (100)   116.33

Vancomyc+Tobramyci ( 98)     46.67  Vancomyc+Piperacil  (100)     74.97

Vancomyc+Ceftazidi  ( 98)     57.03  Vancomyc+Ceftazidi (100)     57.03

Vancomyc+Aztreonam ( 98)     60.24  Vancomyc+Aztreonam (100)     60.24

EMPIRIC ANTIBIOTIC SUGGESTION:  Vancomyc+Tobramyci

»ANTIBIOTIC ALLERGIES: None reported

»RENAL FUNCTION: Normal, CrCl:  >120, Max  24hr  Cr= .6 (  .7) IBWeight:  67kg

  Enter <*> to order suggested antibiotics, press <Enter> to continue. . .



ANTIBIOTIC HISTORY

07/27/98.15:49-07/27/98.19:51 IMIPENEM/CILASTATIN  (PRIMAXIN), VIAL 500.        

AS  D

07/27/98.19:51-07/27/98.19:43 IMIPENEM/CILASTATIN  (PRIMAXIN), VIAL 500.

 Q   6

07/28/98.09:45-08/01/98.10:38 FLUCONAZOLE IN NS  (DIFLUCAN), IVPB  400.

 Q 24

07/28/98.19:43-07/29/98.16:07 IMIPENEM/CILASTATIN  (PRIMAXIN), VIAL 500.

 Q   8

07/29/98.15:53- TROVAFLOXACIN  (TROVAN), VIAL 500. Q 24

08/01/98.10:09-08/03/98.07:26 VANCOMYCIN  (VANCOCIN), VIAL 1000. Q 24

08/01/98.10:38-08/01/98.12:37 AMPHOTERICIN B  (FUNGIZONE),VIAL 35     Q 24

08/01/98.12:37- AMPHOTERICIN B  (FUNGIZONE), VIAL 35.   Q 24

08/03/98.07:26-08/03/98.07:29 VANCOMYCIN  (VANCOCIN), VIAL 1000. Q 24

08/03/98.07:29- VANCOMYCIN  (VANCOCIN), VIAL 1000. Q 24

         K=  3.6mg/dl   08/03/98                      MAG=  2.5mg/dl   08/03/98

Press <Enter> to return



PATIENT NAME Pt. # E605  I   07/26/98 C 22Y     M

07/29/98.22:38 -RESPC  (ROUTINE CULTURES) -Complete/Final/Verified-

 Source: Sputum Suctioned

 Stain: Gram. 2+  PMNs, Rare Gram Positive Cocci, Rare Gram Positive Baci

 Findings: Mixed Oral Flora

 Result: 2+ Staphylococcus aureus

   S:  Cefazolin, Cefotaxime, Ceftriaxone, Cefuroxime, Clindamycin

         Levofloxacin, Nagcillin, Tetracycline, Trimethoprim/Sulfa

   R:  Ampicillin, Penicillin

  Method:  MIC

 Result: 2+ Neisseria species

 Result: 2+ Hemophilus species

 Findings: Beta Lactamase Negative

 Result: 2+ Streptococcus alpha hemolytic

 Result: 1+ Yeast

 Result: 1+ Streptococcus beta hemolytic, Not Group A

 Result: 1+ Diphtheroids Bacilli

07/29/98.22:26 -BLDC (BLD CULTURE)  -Complete/Final/Verified- 

 Source: Blood Right ARM

 Findings: No Growth in 5da 

-Press <Enter> to continue, <Esc> to quit, <Page Up>, <Page Down> or Arrow keys



IHC ANTIBIOTIC MONOGRAPH

1. ANTIBIOTIC:  IMIPENEM

2. DOSAGE: 500mg  IV q6h  (infuse over 1hr)

3. ADMINISTRATION: Drug should be diluted in at least 100ml of compatible

 fluid and infused over 40-60 minutes.

4. PATIENT IV COST/24hr: $75.92 500mg IV q6h (infuse over 1hr)

5. AVERAGE PO COST/24hr: IV Drug Only

6. INDICATIONS:  Extremely broad spectrum of activity including, gram-positive, gram negative, 

and anaerobic organisms.  In addition to its broad spectrum of activity, the drug is extremely beta-

 lactamase stable.  Imipenem is often active against P. aeruginosa that is resistant to other 

 antimicrobials.  It is the DRUG OF FIRST CHOICE for Acinetobacter.  Its use in meningitis is 

 currently not recommended.

7. PROPHYLAXIS:  Not indicated.

8. PHARMACOLOGY:  Peak serum conc.=   30-40mcg/ml (500mg);  Protein binding=  20%;

    Half-life=   0.9hrs; Vd=   0.15 L/kg; 70% excreted unchanged in the urine.

    Renal Failure:   CLcr=   80-50  ml/min:   0.5g  q6-8h; 50-10 ml/min:   0.5g   q8-12h;

   <10 ml/min:   0.25-0.5g q12h. Hemodialysis:   0.25-0.5g dose after dialysis.

Press the ‘Enter’ key for next screen. . .
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ANTIBIOTICS NEEDED . . .

  1. Patient has infection that is not identified by computer program.

  2. Computer suggested antibiotics are not adequate for patient’s therapy.

  3. Patient has positive cultures collected before admission to this hospital.

  4. Patient has positive Xray taken before admission to this hospital.

  5. Patient’s Xrays suggest antibiotic therapy is needed.

  6. Patient’s admit diagnosis warrants the use of antibiotic therapy.

  7. Patient needs antibiotic(s) for surgical prophylaxis.

  8. Patient needs antibiotic(s) due to contaminated or dirty surgery.

  9. Do not agree with dosage suggested by computer program.

 ANTIBIOTICS NOT NEEDED . . .

10. Computer identified pathogens are incorrect.

11. Do not believe computer identified respiratory infection is correct.

12. Patient’s Xrays do not warrant antibiotic therapy.

13. Other

 Please select the main reason why you do not agree with the computer

  suggested antibiotic therapy for this patient.

Reasons for Antibiotic Disagreement



Questions?

59
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